As of Date: May 2006

COMSEC AUDIT/INSPECTION CHECKLIST

QUICK REFERENCE & NOTES
(For CSLA Internal Use Only)

YES

NO

N/A

DISCREPANCIES/COMMENTS

F-1-

0 Restricted Area Visitor's Register, DA Form 1999-E (AR 380-40, para 4-5d/4-5e, TB
380-41, para 5.4.c and 5.4.d)

o Access List (AR 380-40, para 4-5d/4-5e)

o No-lone zone designated by Commander, and Description posted IAW AR 380-40,
para 2-19

0 Restricted Area Designation (AR 190-13, para 6-3 and TB 380-41, para 5.4.h)

0 Custodian completed the Standardized COMSEC Custodian Course (AR 380-40, para
2-2b, TB 380-41, para 2.7.c)

o Does custodian and one alternate have TRADOC approved training on LCMS, (AR
380-40, PARA 2-2b, TB 380-41, para 2.7c

F-3 - Reference Library: Minimum Required regulations and documents: (TB 380-41
Appendix A, Section 1)

F-4 - COMSEC Facility Request/Approval (AR 380-40, Chapter 4, TB 380-41, para 2.2)

F-5 - COMSEC Account Registration Packet (CARP) (TB 380-41, para 2.5, Appendix E)

F-6
0 Last CSLA Audit/Inspection Report (Corrective Action Taken): (AR 380-40, para 6-
3e(2), TB 380-41, para 4.22)

o Command Inspection Report (Corrective Action Taken) (AR 380-40, para 6.2)
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YES | NO | N/A

DISCREPANCIES/COMMENTS

F-7 -
Q Storage or protection of “classified” COMSEC Material (AR 380-40, para 1-4 & 2-16,

O TB 380-41, para 5.10, AR 190-51, Appendix D, and AR 380-5, para 7-4)

0 Risk assessment conducted IAW AR 380-40, para 1-4h(13) as outlined in AR 190-51
and DA Pam 190-51 (DA Form 7278) (TB 380-41, para 5.17)

o TS security containers are protected with at least one supplemental control IAW AR
380-5, para 7-4a(1)(a)

o Control and accountability procedures established for keys and locks (AR 380-5, para
7-4d(2)) (i.e. facility doors, shelters, or storage areas)

a Intrusion Detection System keys maintained IAW AR 190-51, Appendix D

o Key Locks rotated (2 year interval) IAW AR 380-5, para 7-4d(1)(g)

o Storage of "TOP SECRET" material (AR 380-40, para 2-18, AR 380-5, para 7-4a(1)
and TB 380-41, para 5.10.1.a)

o Three position dial combinations been replaced with electromagnetic locks
(X07/X08/X09) IAW AR 380-5, para 7-4(c) (TB 380-41, para 5.10.1)

F-8
o Safe(s)/Vault Combinations (AR 380-5, para 7-8, TB 380-41, para 5.10.4h and para
5.6, AR 380-40, para 4-5q)

o SF-700

o Individuals designated in writing to change combinations, AR 380-5, para 7-8b

o Access/Control of Security Container (AR 380-5, para 7-8d & 6-11a and TB 380-41,
para 5.4a)

o SF-701

o SF-702

F-9 - Daily Shift Inventory (DA Form 2653) (TB 380-41, para 4.14.3)
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YES | NO | N/A DISCREPANCIES/COMMENTS

F-10 - Aware of procedures for inspecting keying material for signs of tampering:
(AR 380-40, para 2-23, TB 380-41, para 4.4)

F-11-

0 Superseded Key Material (TB 380-41, para 4.21; para 6.13.3)

F-12 - Maintaining CCI in the CMCS ((AR 380-40, para 2-4b(2) and TB 380-41, para
3.3.1(b))

F-13 -
a No apparent requirement for Key Material (TB 380-41, para 3.10)

0 Understand intended use of Keying Material (TB 380-41, para 3.5)

o Can any operational key be placed in contingency status (TB 380-41, para 3.5)

F-14 -

o Custodian knows who the Controlling Authority is for key material held in the account:
(TB 380-41, Chap 3)

o If custodian is Controlling Authority, does he/she know who is in net (TB 380-41, para
3.7)

F-15 - Publications
o Page checks (TB 380-41, para 4.4.5 and para 4.4.6)

o Amendment(s) (TB 380-41, para 4.17; para 6.13.7)

F-16 - Files: (AR 380-40 Appendix C, TB 380-41 Appendix H)

F-17 - Hand Receipt/Local Element discrepancies (i.e., inventory, briefing statement) (AR
380-40, para 2-12 and TB 380-41; para 4.13.3; para 6.13.1)

F-18 - Item Register Cards (TB 380-41, para 4.7)

F-19 - SF-153 (TB 380-41, para 4.11) (Manually produced SF-153s)

F-20 - Consolidated Destruction Reports (TB 380-41, para 4.11.2 man; para 6.16.3 AKMS)

Updated on 05/17/2006 30of5




YES

NO

N/A

DISCREPANCIES/COMMENTS

F-21 - Voucher Control Registers (TB 380-41, para 4.6)

F-22 - Destruction documentation (to include local) (TB 380-41, para 4.7.2b(11); para
4.8.3; para 4.11.2i; and para 6.16)

NOTE: TB 380-41, PARA 4.11.2i has incorrect certification statement. Should read, "I certify that official local destruction

records in my possession indicate that all material listed in this report has been destroyed IAW TB 380-41"

F-23 - Destruction method(s) (TB 380-41, para 4.21)

F-24 - Custodian signing for material received from alternate, i.e., SF-153 and C&C page
(TB 380-41, para 2.8b(2))

F-25

o Certification & Correction page(s)/IRST signature page to SAIR/CCIR: (AR 380-40,
para 6-3 and TB 380-41, para 4.15 man; para 6.17 and 6.18)

o Physical inventory been completed

F-26 - ALC 4/7 Inventories (TB 380-41, para 4.18; para 6.18.8)

F-27 - DD Form 1435 (COMSEC Maintenance, Training & Experience Record)(AR 25-12,
Ch. 4)

F-28 - Computer Accreditation Packet and Computer Certification: (AKMS Workstation)
(AR 25-2, Chapter 5)

F-29 - (AR 380-40, para 3-4, TB 380-41, para 5.17 thru 5.24)

a Emergency Plans

o Dry Runs

F-30 - DCS Form 10 (DCS 5200.33-R, TB 380-41, para 2.1.2 and 4.15.5)

F-31 - DACAP (AR 380-40 Chap 8, TB 380-41 para 4.4.2)
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YES | NO | N/A

DISCREPANCIES/COMMENTS

F-32 - Electronic Key Management Physical Security (NAG-16F)

o Tamper Detection Labels (NAG-16F, para I, e(3)

o Certification/Storage of KVG's and KT-83's (NAG-16F, para 1.e(1)&(2)

F-33 - Electronic Key Destruction (TB 380-41, para 6.14 and 6.16)

0 Local Destruction Reports submitted by hand receipt holders.

o Electronic Key Management (EKM) Worksheet Maintained.

F-34 - Disaster Recovery Kit - The Phase 4 Upgrade DRK (TB 11-7010-348-10-1, Chapter
7, TB 380-41, para 6.3.8).

CIK: Current KP Reinit #1 (2 each)
CIK: Current KP Reinit #2 (2 each)
CIK: EKMS ID STU-IIl key or EKMS ID KOV 14 (minimum 2 each)
CIK: Backup KP User CIK for Primary Custodian (1 each)
CIK: Backup KP User CIK for Alternate Custodian (1 each)
FLOPPY: KP MPUP Field Download 0403 Edition-A (Also on MRD)
FLOPPY: KP MPUP Field Download 0403 Edition-B (Also on MRD)
CD-ROM: Master Rebuild Disk (MRD) (1 each)
CD-ROM: DELL Diagnostics Disk (DDD) (1 each)
CD-ROM: TB 11-7010-348-10-1, System Administration Manual for Army Phase 4
Local COMSEC Management (LCMS) Workstation U.S. Army Phase 4 Upgrade (1 per
LCMS Workstation)
[ ] DRD: Disaster Recovery Disk (DRD) Cartridge (2 each)
[[] DOCUMENT: SCO OpenServer 5 Certificate of License and Authenticity (COLA)
(1 per LCMS Waorkstation).
[ ] DOCUMENT: BIOS Password (SECRET)
[] KEY: Key to the front Bezel lock on the CPU (PC’s front face plate lock) (2 each)

0

F-35 - Operational AKMS account will print SF153 hard copy of all transactions as they
occur. Custodians MUST retain hard copies of ALL transactions. This is NOT retroactive
prior to 7 Nov 01. (TB 380-41, para 4.11.1; para 6.12b)

F-36 - Firefly Credentials posted every 12 months. (TB 380-41, para 6.11.d)

F-37 - CIK/PIN Numbers maybe stored together unless the account is TS. Ensure CIK's
are marked SECRET. Passwords stored in separate location from Disaster Kit (TB 380-
41, para 6.3.8)

F-38 - Archiving and KP Changeovers must be performed quarterly. (TB 380-41, para
6.20.1)
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